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Abstract: The use of credit cards for online and regular purchases is growing exponentially with related fraud.
A large number of fraudulent activities are performed on a daily basis. Various modern techniques such as Data
Mining, Genetic Programming, etc. used in obtaining fraudulent sales. This paper uses a genetic algorithm that
combines strategies to find the right solution to a problem and to produce a transparent result of counterfeiting.
The main purpose is to detect fraudulent activity and to improve the production of test data. This algorithm is a
heuristic method used to solve complex computer problems. It is a method of optimization and evolutionary search
based on genetic and environmental selection. Implementing a fraud detection system is important for all credit
card issuers and their customers to minimize their losses.
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l. INTRODUCTION

Credit card is a thin plastic card that contains identification information such as a signed photo, and authorizes
the person in it to charge for purchases or services in his or her account - a fee that will be charged from time to
time. Today, the information on the card is read by automatic teller machines (ATMs), store students, the bank
and is used in an online banking system. They have a unique card number that is very important. Its security
depends on the physical security of the plastic card and the security of the credit card number.

There is a rapid growth in the number of credit card transactions that has led to a significant increase in
fraudulent activities. Credit card fraud is a broad term for fraud and fraud committed using a credit card as a
fraudulent source of funds for certain activities. In general, mathematical methods and many data mining
algorithms are used to solve this problem detection problem. Most credit card fraud systems are based on
artificial intelligence (Al), Meta learning and pattern matching.

Genetic algorithms are evolutionary algorithms aimed at finding the best solutions to eliminate fraud. High
value is given to developing an efficient and secure electronic payment system to determine whether the
transaction is fraudulent or not.

In this paper, we will focus on credit card fraud and ways to get it. Credit card fraud occurs when one person
uses another person's card for personal use without the knowledge of the owner. If such a crime is committed by
a fraud, it is used until all its available limits are exhausted.

Therefore, we need a solution that reduces the amount of limitations available on a credit card that is more
prominent in fraud. Also, Genetic algorithm produces better solutions over time. Full emphasis is placed on
establishing an effective and secure electronic payment system to detect fraudsters.

1. HEADINGS

A proper and thorough literature survey concludes that there are various methods that can be used to detect
credit card fraud detection. Some of these approaches are:

» Bayesian Network

+ Atrtificial Neural Network

* Neural Network

* Hidden Markov Method
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» Genetic Algorithm
In our research paper, as stated earlier, we will be emphasizing on the Genetic algorithm and how it is used in
credit card fraud detection systems.

1. METHODOLOGY
Uncertainty
Uncertainty is common in many real-time events. Credit card fraud detection is a common uncertainty, where
potential fraud cases must be detected in real time and marked before the transaction can be accepted or
rejected. We are introducing extensions to IBM Proactive Technology Online (PROTON) open source tool to
deal with uncertainty. The inclusion of uncertainties has an impact on all levels of architecture and the concept
of event processing engine. Extensions used in PROTON include the addition of new built-in attributes and
functions, support for new types of operands, and support for event processing patterns to address all of this.
New skills are used as building blocks and basic basics in the language of event planning. This allows for the
implementation of event-run applications with features of uncertainty from different domains in the normal way.
The first application was designed on the basis of credit card fraud acquisition. Our initial results are
encouraging, highlighting the potential benefits that come from combining the uncertainties in the background
of credit card fraud.

GENETIC ALGORITHM
In this module the system must determine whether fraud has taken place in the sale or not. It should also show

the user about the effect. It is calculated based on the following:

CC age per month can be calculated using CCage (from the database) as, CC years per month = CCage / 30
Total amount spent from the available limit (1 lakh _100000)

Bal = 100000 - avg BB Thus, the total amount spent can be obtained by, Tot = Age cc per month * Bal The
amount spent per month can be calculated as, Ds = tot * cc years per month checks fraud status (i.e.) = Fraud
status = (10 * DS) value spent today (AmtT on database)

If true, there may be a possibility of fraud using this property and its significant value is AmtT / (10 * DS)

If false, there is no fraud and the critical value is 0.01 It is to protect financial institutions from significant losses
in the past and to reduce the risks associated with the electronic payment system. And this is proof that it is
accurate in predicting fraudulent transactions. If this algorithm is used in a bank credit card fraud detection
system, the chances of fraudulent fraud can be predicted after a credit card purchase by a financial institution.

A credit card fraud program needs a large amount of pre-existing data associated with the cardholder made
when using a credit card when making a purchase, we should devise a specific system that can control credit
card fraud before any real transaction can be made.

Genetic Algorithm is an efficient method that attempts to replicate evolutionary processes. A genetic group of
people with a particular problem may have a better solution, or better solution. This is the basic concept behind
the genetic algorithm. On the basis of genetic and evolutionary principles, the genetic algorithm repeatedly
changes the number of artificial structures using startups, selections, crossings, and conversion operators. This
was done in order to find an improved solution.

The synthetic genetic algorithm aims to improve problem solving. This improvement is done by maintaining the
best combination of input variables. It develops the definition of a problem and also produces a function of
purpose which is a way of determining which person produces the best outcome.

Initially, from a crowded sample space, the first number of people is randomly selected and the eligibility value
is calculated and sorted. The competition method is used in the selection process and the chances of a single
point are calculated from the crossover. In conversion, new interest rates change using the same rate of
probability. The best solution is always selected and passed on to the next generation, each time new ones are
produced.

Users of Genetic Algorithm are:

Choices - Survival of the fittest and favourites is always given to the best results.
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* Genetic modification - Based on trying a random combination and evaluating the outcome (success or failure)
of an outcome.
* Crossover- Made by combining components of good results with the hope of creating a better result.

A. Pseudo code of genetic algorithm

Initialize the population
Evaluate initial population
Repeat
Perform competitive selection
Apply genetic operators to generate new solutions Evaluate solutions in the population Until some
convergence criteria is satisfied.
B. System Design

Data Set

Rules

Filter and
Priority

Y
Genetic
Algorithm

The above architectural design describes the work structure of the system:

» The data warehouse contains the customer data. This customer data is subjected to the rules engine and again,
the rules engine comprises of the rules set.

» Thefilter and priority module sets the priority for the data and hence, plays a very important role in the system.
Then the filtered data is sent to the Genetic Algorithm module which performs its functions and generates the
output.

Rules Set
for Fraud

Engine

EXERIMENT PROCESS

Stepl. Credit card activity data input, all transaction records have n attributes, and measure data, find
sample at the end, which includes confidential information

for a card manager, save to the data set.

Step2. Calculate value, Calculate CC usage calculation, CC utility area, CC overdraft, current bank
balance, average daily spending

Step3. Generate key values obtained after a limited number of

generations. Detected Sensitive Fraud, Detected Fraud Detected, Detected General Fraud etc. using the Genetic
algorithm

Step4. Generate fraud using this algorithm.

This is an analysis of the feasibility of obtaining credit card fraud

based on operational strategies, mining acquisitions are based on priorities

prices on obtaining credit card fraud and suggesting these acquisition procedures and your process.
C. Process Flow of Genetic Algorithm
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Define cost functions, cost variables and
parameters for genetic algorithm.

!

| Generate initial |

v

| Decode chromosomlzs.i

v

Fix cost for each chromosor_1|1e.

Select mates

l

Perform Crossover

!

Perform Mutation.

Check for
Convergee

V. CONCLUSION
This method proves to be accurate in detecting fraudulent sales and reducing the amount of false alarms.
Genetic Algorithm is ideal for such types of program areas. The application of this rule of law to the credit card
fraud detection system results in the detection or predict of fraud within a very short period of time after the
purchase is made. This will ultimately prevent banks and customers from huge losses and will reduce risk.

This paper researched how to effectively develop a real-world credit card fraud detection system with
data mining models. We have identified major challenges in this area: feature engineering, measurement, uneven
data, conceptualization, performance measurements, and algorithm model selection. Research shows the area of
improvement in the existing system and that one should invest first in feature engineering and tuning models. All
data mining models performed better than the existing system, while the random forest did much better. We
confirmed with great confidence the findings of the literature and found an exciting, weighty aspect of fraudulent
discovery, which yields further research. We have developed appropriate model performance measurements —
moderate accuracy and accuracy / memory measurement charts as we see this as a standard, not a binary split
function. A carefully crafted set of integrated features, which can be viewed as a card / user profile, makes a
difference, and the rules of the control engine containing valuable domain information should also be considered
in its design. Regarding (below) the sample and the concept of erosion, we recommend using advanced upgrade
solutions and not investing extra in custom solutions in this area, at least not initially. Our information is derived
from the largest database representing credit card fraud, which involves interaction with domain experts. As a
result, we believe that information is important and well-known in the same data sets of other credit card
companies and related types of fraud.
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